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• The GIS Response to 9/11 

– The importance of comprehensive, national 
infrastructure data 

• The HIFLD Program: Homeland Infrastructure 

Foundation Level Data 

– HSIP Gold and HSIP Freedom Data sets* 

– HIFLD Website* 

• Homeland Security Information Network* 

– OneView: View HSIP Gold Data* 
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Federal HLS GIS Resources For New 
York State and Local Use  



The GIS Response to 9/11 
A City, Regional, State and National proving ground 

 



The First Map Created in Response to the Attack 

FDNY Captain Justin Werner, Dana Schiavo, Chang Chung 

 



World Trade Center 9-11-01 

DR-1391-NY 

Ronald Langhelm 
FEMA GIS 



Response Samples 1 



Crane Placement Hazards 



Imagery to support the  
World Trade Center  

Recovery Efforts 

Bill Johnson, NYS Office of Cyber Security 
Bruce Oswald, Oswald Associates 
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EMDC Map Request Intake and Pickup Station 
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Deep Infrastructure Group (DIG) 

DIG 

Port Authority 

NYC DEP 

NYC DDC 

Con Edison 

DOITT 

NYS OFT 

Army Corps 

FEMA 

NYC DOT 

Empire City Subway 

MTA - NYCTA 

FDNY 

 Serves as Infrastructure Data Exchange Broker 



Fuel tanks + Freon + Fires = Trouble 



Fires 

Burning 

Freon Tank 

location area of 

interest 

3D Model 

showing  the 

search for 

Freon Tanks 



Underground tanks held more than 200,000 pounds of freon gas 

  - Threat of explosion from fires 

  - Fear that leaks would suffocate workers 

Eventually tanks were emptied and safely removed 



Lessons Learned 

• Spatially enabled infrastructure information is 
crucial to disaster response 

• Having a common GIS basemap and using                    
 pre-registered data is key 

• Human network: collaboration 

• Rapid, robust, reliable communications and 
data transfer 

 



The HIFLD Working Group: February, 2002 
Homeland Infrastructure Foundation Level Data 

 Everyone Wants Situational Awareness (SA) 
 Everyone Wants a Common Operational 

Picture (COP) 
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Both Require Common Foundation 
Data from Authoritative Sources  

Homeland Infrastructure Foundation 
Level Data (HIFLD) Working Group 

Presidential Declaration establishes 
18 Critical Infrastructure categories 
and authorizes the collection of 
national infrastructure data 



HIFLD Official Members 
FEMA               NGA            DHS            DoD          USGS 

Over 5,290 Contributing Partners From  
14 Executive Departments, 94 Agencies and 50 States 
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Homeland Infrastructure Foundation 
Level Data (HIFLD) Working Group 

http://images.google.com/imgres?imgurl=http://www.seeklogo.com/images/F/FDIC-logo-0AAB99D82D-seeklogo.com.gif&imgrefurl=http://www.seeklogo.com/search.html?q=us bank&Page=51&Sort=Name-Desc&usg=__F5iA9o2TT6DJrjxcHr7LOLtT2xM=&h=200&w=200&sz=4&hl=en&start=10&sig2=iZG0VwmmdThWoPdYNjY7Fw&um=1&itbs=1&tbnid=t1LGdQ_8xSC6-M:&tbnh=104&tbnw=104&prev=/images?q=fdic+logo&um=1&hl=en&safe=active&tbs=isch:1&ei=dFyOS_G-IZ6ltgfugpSCCw
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http://images.google.com/imgres?imgurl=http://cambodia.usembassy.gov/uploads/0J/4r/0J4rqsrXVU-x39RYaJF6yg/pacom_170.jpg&imgrefurl=http://cambodia.usembassy.gov/defense_cooperation_office.html&usg=__hAMAC4bm7NM337k2esRO7YIk9PY=&h=170&w=170&sz=16&hl=en&start=3&sig2=Iqb07mwYK98wjWJS0B5OyA&um=1&itbs=1&tbnid=pcZVW1tZLYaHQM:&tbnh=99&tbnw=99&prev=/images?q=pacom+logo&um=1&hl=en&safe=active&sa=N&tbs=isch:1&ei=dVmOS7XpIoaVtgeypaCHCw
http://images.google.com/imgres?imgurl=http://webra.cas.sc.edu/hvri/image/logo/usace.png&imgrefurl=http://webra.cas.sc.edu/hvri/research/vulnerabilitymapping.aspx&usg=__eVc3cGuBQ3ZFSUxfxkaUo-60x6A=&h=270&w=355&sz=6&hl=en&start=6&sig2=I5sMPKVH65ujKBIp3aqW8g&um=1&itbs=1&tbnid=tPaxN1vQg2bcdM:&tbnh=92&tbnw=121&prev=/images?q=usace+logo&um=1&hl=en&safe=active&tbs=isch:1&ei=5lmOS6-wLYGXtge-7aiWCw
http://images.google.com/imgres?imgurl=http://www.alliedsafetyeng.com/images/army_logo.jpg&imgrefurl=http://www.alliedsafetyeng.com/us_army.html&usg=__o6hn-ye8b17aDktIevs0hMreP9E=&h=380&w=300&sz=27&hl=en&start=3&sig2=pgCpXLEYBSJRPsVRMugcTQ&um=1&itbs=1&tbnid=tcS6f_EU5mYZyM:&tbnh=123&tbnw=97&prev=/images?q=army+logo&um=1&hl=en&safe=active&tbs=isch:1&ei=BlqOS9KsCcSUtgfx_tyMCw
http://images.google.com/imgres?imgurl=http://rlv.zcache.com/us_navy_logo_sticker-p217360511136288613qjcl_400.jpg&imgrefurl=http://www.zazzle.com/us_navy_logo_sticker-217360511136288613&usg=__YI7xlOD2_mVXfAurklULi4OP_1w=&h=400&w=400&sz=41&hl=en&start=3&sig2=PQeTANbpCPqT-3P923_COg&um=1&itbs=1&tbnid=Y8X3IGZYFGTn2M:&tbnh=124&tbnw=124&prev=/images?q=navy+logo&um=1&hl=en&safe=active&tbs=isch:1&ei=HVqOS4n5M9GvtgfLpfCJCw
http://images.google.com/imgres?imgurl=http://wackomedia.files.wordpress.com/2009/04/air-force-logo1.jpg&imgrefurl=http://wackomedia.wordpress.com/2009/04/16/how-the-air-force-uses-social-media/&usg=__FHUAWZI6IFlcVCB3y9PfONO3poE=&h=300&w=315&sz=20&hl=en&start=5&sig2=FBIQB9Pgb_sPa9NQlj297Q&um=1&itbs=1&tbnid=51at7ZeReIykpM:&tbnh=111&tbnw=117&prev=/images?q=air+force+logo&um=1&hl=en&safe=active&tbs=isch:1&ei=QVqOS9zlDcKztge7873_Cg
http://images.google.com/imgres?imgurl=http://www.sstc-online.org/proceedings/2002/images/disa.gif&imgrefurl=http://www.sstc-online.org/proceedings/2002/OrgListD.cfm&usg=___iAzLeG4wuYsAS3aegDRlHzv-BU=&h=150&w=150&sz=14&hl=en&start=10&sig2=ZQYTYo19w0iYP-xA47RtkA&um=1&itbs=1&tbnid=2Qa6BOBC6BxqXM:&tbnh=96&tbnw=96&prev=/images?q=DISA+logo&um=1&hl=en&safe=active&tbs=isch:1&ei=plqOS5ftK8Kztge54930Cg
http://images.google.com/imgres?imgurl=http://www.coastguard.myarmedservices.com/styles/prosilver/imageset/USCoastGuard Logo.jpg&imgrefurl=http://www.coastguard.myarmedservices.com/&usg=__DeulSYXNKgcL-m9Vh0vxRHkfw3U=&h=900&w=900&sz=272&hl=en&start=5&sig2=odSo2UFsS_rX1Q1JmNjzvg&um=1&itbs=1&tbnid=49SmE-zSyshi3M:&tbnh=146&tbnw=146&prev=/images?q=coast+gaurd+logo&um=1&hl=en&safe=active&tbs=isch:1&ei=9lqOS5n4OIGXtgfw7ISWCw
http://images.google.com/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/thumb/0/0e/USDA_logo.svg/300px-USDA_logo.svg.png&imgrefurl=http://www.gloucestercitynews.net/clearysnotebook/2010/01/recalls-refrigerators-strollers-zippo-lighters-toy-helicopter-instant-noodles-starbuck-bottles.html&usg=__4vL7WqSJsXncG0s5Nr19EHN5CcA=&h=207&w=300&sz=11&hl=en&start=10&sig2=UqRMaNl2LRh8fECf7cxZ8A&um=1&itbs=1&tbnid=LuNl_5PztuBvDM:&tbnh=80&tbnw=116&prev=/images?q=department+of+agriculture+logo&um=1&hl=en&safe=active&tbs=isch:1&ei=q1uOS-6dFKSltgfAjKyOCw
http://images.google.com/imgres?imgurl=http://aspe.hhs.gov/HSP/StrengthenHeadStart03/hhslogo-b.gif&imgrefurl=http://aspe.hhs.gov/HSP/StrengthenHeadStart03/index.htm&usg=__kGHewRczNHG9_yH1q2lTdR2siAE=&h=288&w=279&sz=13&hl=en&start=3&sig2=exG-6wn__AIzgcKKujmMQw&um=1&itbs=1&tbnid=smXdWP47wVFRVM:&tbnh=115&tbnw=111&prev=/images?q=department+of+health+and+human+serviceslogo&um=1&hl=en&safe=active&tbs=isch:1&ei=3VuOS6-KFYaVtgfZpayHCw
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Government Data Providers 

Approved for Public Release  - NGA Case 10-157 

U.S. Department of Agriculture (USDA) 
        Forest Service 
U.S. Department of Commerce (DOC) 
        U.S. Census Bureau 
        National Oceanic and Atmospheric Administration 
        (NOAA) 
U.S. Department of Defense (DoD) 
        National Geospatial-Intelligence Agency (NGA) 
        Defense Installation Spatial Data Infrastructure (DISDI) 
        Defense Contract Management Agency (DCMA) 
        U.S. Army 
        U.S. Army Corps of Engineers (USACE) 
        National Guard Bureau (NGB) 
        Air National Guard (ANG) 
        Army National Guard (ARNG) 
U.S. Department of Energy (DOE) 
        Office of Energy Efficiency & Renewable Energy 
        National Renewable Energy Lab (NREL) 
        Office of Science 
        Oak Ridge National Laboratory (ORNL) 
U.S. Department of Health & Human Services (HHS) 
State/Local  

U.S. Department of Homeland Security (DHS) 
        Federal Emergency Management Agency (FEMA) 
        U.S. Coast Guard (USCG) 
        U.S. Customs and Border Protection (CBP) 
        Office of the Border Patrol 
U.S. Department of the Interior (DOI) 
        Bureau of Indian Affairs (BIA) 
        Minerals Management Service (MMS) 
        U.S. Fish and Wildlife Service 
        U.S. Geological Survey (USGS) 
        National Park Service 
U.S. Department of Transportation (DOT) 
        Federal Aviation Administration (FAA) 
        Federal Railroad Administration (FRA) 
        Bureau of Transportation Statistics 
U.S. Department of Veterans Affairs (VA) 
U.S. Environmental Protection Agency (EPA) 
U.S. General Services Administration (GSA) 
U.S. Nuclear Regulatory Commission (NRC) 
U.S. Postal Service (USPS) 
Federal Communications Commission (FCC) 
Federal Deposit Insurance Corporation (FDIC) 
National Credit Union Administration (NCUA) 
Non-Governmental Organizations 
        American Red Cross (ARC) 
        Geospatial Multi-Agency Coordination 
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500,000 Gov’t workers have access 

GDB, LYR, KML, WFS, WMS, REST, SOAP, etc. 



HSIP Data 
Examples From: Emergency Services, Energy, Finance 

 



HSIP Emergency Mgmt Data Layers 
Displaying Hospitals, EOCs and Fire Stations 

 



HSIP Gold: Niagara Falls Power Generation Complex 

 



Homeland Infrastructure Foundation 

Level Data (HIFLD) Working Group 

 Syracuse Area Albany Area 

Plattsville Power Plant  

Indian Point   



NOAA Predicted Storm Track and Surge Heights 
for Superstorm Sandy 
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 2pm Sunday, 

October 28th 



Homeland Infrastructure Foundation 

Level Data (HIFLD) Working Group 

Sandy and the East 14th Street Power Plant and Substation 

Lesson Learned: Electricity and water do not mix well 
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East 14th Street 

Substation 

Monday night October 29th 



E 14th Street Power Plant & Substation 
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Hurricane Sandy Innundation Map 
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FEMA Flood Map 



NYU Medical Center at E. 32nd Street 
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Homeland Infrastructure Foundation 

Level Data (HIFLD) Working Group 

NYU Medical Center/Bellevue Hospital and Predicted Flood Zone 
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Lower Manhattan Flood map and transportation features 
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HSIP Data Use Options 
(It’s Complicated) 

• For Federal users: No limitations on use within gov’t 
 
• Data use limitations for State and Local government 

– No restrictions: HSIP Freedom layers in public domain 
– For government use only: Cannot be distributed to the 

public 
– For Federal government use: Commercial layers  

• However: State and Local use allowed for disaster related work 
for a Presidentially Declared Disaster 

– Viewability: HSIP Gold is viewable to all government 
workers with a HLS, LE, PS or IP mission 

 

• How Data can be utilized by State and Local personnel 
– Stand alone on your PC 
– Copied and shared with mission partners in your 

jurisdiction 
– Placed in part or whole on servers for government users 

• All staff of State DOT or Local EOC for example  

Restrictions? 
 



Data What is it? Who can access it? How can I access it? What do I need? 

 

HSIP Gold 

A compilation of Common 
Operational Geospatially 

Enabled Base-Line Data to 
support to Homeland 

Security, Homeland Defense 
and National Preparedness – 

Prevention, Protection, 
Mitigation, Response and 

Recovery mission 
communities. 

Data is U//FOUO. 

Federal Government Agencies. 

Request DVD set on HIFLD site at 
https://www.hifldwg.org/hsip-

overview.  

Requests handled by NGA. 

Data is in vector format, organized in 
geodatabases. 

HIFLD account. 
http://www.hifldwg.org/  

(Government sponsor information is 
required for anyone who is not a federal, 

state or local government employee.) 

State and Local Government 
Agencies sponsored by FEMA with a 
Presidential Disaster or Emergency 

Declaration. 

HIFLD account. 
http://www.hifldwg.org/  

FEMA Sponsor 

Presidential Declaration # 
http://www.fema.gov/news/disasters.

fema  

All Federal, State, Local, Tribal and 
Territorial Government Agencies 
and Private Sector Partners can 

view when served  by a password 
protected Federal System. 

Access via Map Services on the DHS 
Geospatial Information 
Infrastructure (GII) at 

https://gii.dhs.gov/  

“GII Services” for WMS, REST, SOAP, API 
or KML. 

 “DHS Earth” for Google Earth KML file. 

 “OneView” for web-based analytic 
viewer. 

HSIN account. 
https://government.hsin.gov/default.

aspx  

(No specific Community of Interest (COI) 
required). 

(Government sponsor information is 
required for anyone who is not a federal, 

state or local government employee.) 

HSIP Freedom 
Subset of HSIP Gold data 

that is license-free and does 
not include the commodity 

data. 

Data is U//FOUO. 

Federal, State, Local, Tribal and 
Territorial Government Agencies 

and Private Sector Partners. 
 

Download from HSIN GIS Portal - 
HSIP Freedom Site (instructions 

online) 

Requests handled by DHS. 

Data is in vector format, organized in 
geodatabases. 

HSIN account with membership to the 
GIS Community of Interest (COI). 

https://government.hsin.gov/sites/gis
/RDC.aspx  

(Government sponsor information is 
required for anyone who is not a federal, 

state or local government employee.) 

HSIP NAVTEQ State 
Release 

The HSIP-NAVTEQ data 
uplifted by NGA includes 

street data, points of 
interest data, and route 

analysis. 

Data is U//FOUO. 

State Fusion Centers, State 
Emergency Operation Centers (EOC), 

State GIS Coordinators, and State 
Emergency Management 

Coordinators. 

Request DVD set on HIFLD site at 
https://www.hifldwg.org/navteq 

Data is in Smart Data Compression (SDC) 
format. 

HIFLD account. 
http://www.hifldwg.org/  

https://www.hsin.gov https://www.hsin.gov 

https://www.hifldwg.org/hsip-overview
https://www.hifldwg.org/hsip-overview
https://www.hifldwg.org/hsip-overview
http://www.hifldwg.org/
http://www.hifldwg.org/
http://www.hifldwg.org/
http://www.hifldwg.org/
http://www.fema.gov/news/disasters.fema
http://www.fema.gov/news/disasters.fema
https://gii.dhs.gov/
https://government.hsin.gov/default.aspx
https://government.hsin.gov/default.aspx
https://government.hsin.gov/sites/gis/RDC.aspx
https://government.hsin.gov/sites/gis/RDC.aspx
https://www.hifldwg.org/navteq
http://www.hifldwg.org/


HIFLD to the Regions (HTTR) 
Information Exchange Brokers (IEB)  

 

Roles and Responsibilities:  

 
• Share best practices and lessons 

learned  
 
• Support special events like 

Superbowls and Presidential 
Inaugurals 

 
• Help distribute HSIP Gold and 

Freedom databases 

Purpose: Strengthen federal, state, local government and private 
sector partnerships to enhance regional preparedness and response  
 



Regional GIS Networking Structure 
 

Law 
Enforcement 

/HLS 
Community 

 

FEMA 
Regional GIS 
Community 

Utility and 
Infrastructure 

GIS community 

 Maritime 
Security 
Community 

  NJ ROC, NYSIC 
and NYPD Fusion 
Centers 

NJ GITA, 
URISA & 
ArcUsers  

NYC GISMO, 
ARC USERS 
Association 
and NAPSG 

NJ 
GeoSpatial 

Forum 

NYS GIS 
Association 

Puerto Rico 
and Virgin 
Islands GIS 
networks 

NYS 
Regional and 

Local GIS 
Associations It takes a region to deal 

with disaster! 



Superstorm Sandy 
The Importance of GIS Networking 

 



Hurricane Sandy GIS Working Group: FEMA & HIFLD 
GIS is the info, intel and analysis backbone of any disaster response 

 



Key state, local and federal contacts assembled by EOC 
to support Hurricane Sandy Mobilization and Response 

 



HIFLD Website 
Find Out Details About HSIP Freedom 

 



About 5290 HIFLD WG Participants 
>500,000 Users Access HSIP Data 
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Jul 04: Transportation 
Sep 04:  ISR and Threat 
Nov 04:  Public Works / Energy 
Feb 05:  Health Affairs / Emergency Services 
Apr 05:  Telecom / Global Info Grid (GIG) 
Jun 05:  Defense Industrial Base 
Aug 05:  Chemical Industry & HAZMAT / Water 
Oct 05:  Postal & Shipping / Defense Logistics 
Feb 06:  HSIP Gold V1 Data Feedback Session 
Feb 06:  Banking & Finance / Food & Agriculture 
Apr 06:   National Lab Geospatial HD/HLS Projects 
Jun 06:   Emergency Operations Centers 
Oct 06:   Intel / Threat Monitoring and Reporting  
Jan 07:    Government and Commercial Facilities 
Apr 07:    Energy and Defense Public Works  
Jun 07:    Man Made and Natural Hazards Modeling 
Aug 07:   HSIP Gold V2, DHS HLS Data Model   
Nov 07:    HSIP Gold Data V2 Feedback Session 
Jan 08:    Sharing and Protecting Infrastructure 

 Information 

HIFLD Completed Sessions 
Focused on National and Defense Critical Infrastructure Sectors: 

Mar 08:    Health  / Pandemic Influenza and EAs 
Jun 08:    Chemical / Noble Resolve 2008 
Oct 08:     Interdependency Modeling and Analysis 
Jan 09:    HSIP 2008 Feedback / Cross Border 
 Infrastructure 
Mar 09:  “Tools, Models, Viewers” 
Jul  09:     Transportation  
Sep 09:    H1N1 Geospatial Sharing 
Jan 10:     Emergency Management 
May 10:    Energy   
Jul 10:       HSIP Gold 2010 Feedback 
Nov 10: Telecom / Global Info Grid (GIG) 
Feb 11: Defense Industrial Base / Critical 

 Manufacturing 
Apr 11: Nuclear / CBRNE Response  
Jul 11: HSIP Gold 2011 Feedback / 

 Symbology 
Sep 11: Remote Sensing, Imagery and 

 Enhanced Elevation for the Nation 
Jan 12:  Cross Border Information Sharing and 

 Supply Chain 
Apr 12:  Flooding and Hurricane Response 
Jul 12:  HSIP Gold 2012 Feedback Live Feeds 
Oct 12:  Cyber security and Energy Resilience 
Jan 13:  Wildfires 
 

Homeland Infrastructure Foundation 
Level Data (HIFLD) Working Group 



Current Ongoing HIFLD Meeting 

 



DHS GeoSpatial Management Office 
Download from HIFLD Website:  

https://www.hifldwg.org/HLS-Geospatial-Concept-of-Operations-GeoCONOPS-Version-4 

 



Go To https://www.hifldwg.org and join 

https://www.hifldwg.org/


Homeland Security Info Network (HSIN): GIS Portal 

 



Homeland Security Information Network (HSIN): 
Emergency Management Portal 



Request an Application to join HSIN by emailing 
HSIN.Outreach@hq.dhs.gov  

• Joining HSIN http://www.dhs.gov/files/programs/gc_1156888108137.shtm  
• Membership in HSIN is COI-based. To become a member, first decide which COI(s) 

meet your needs. If you need additional information, please contact the Mission 
Advocate listed as the POC for a particular COI(s), or e-mail the HSIN program at 
HSIN.Outreach@HQ.DHS.gov. (Suggested COIs: GIS, Emergency Management) 

• Once you have identified the COI of interest to you, you will need to be nominated 
and vetted into the COIs. This process will require that you provide the following 
information on the HSIN membership application: 

 •Name 
 •A valid e-mail address 
 •Department/Organization 
 •Supervisor 
 •Valid Contact Information 
• Obtain an application by sending a request to HSIN.Outreach@hq.dhs.gov. Once 

nominated, the COI Validating Authority will review your membership application 
and approve or deny your admission to the COI. If the application is approved, an 
email will be sent to you with instructions on how to log onto HSIN for the first 
time. 
 

mailto:HSIN.Outreach@hq.dhs.gov
mailto:HSIN.Outreach@HQ.DHS.gov


My Promise 

• I will work with you to get the best HSIP data 
possible (Gold, Navteq, Freedom) 

• I will work with you to become a HIFLD 
member and access the HIFLD website 

• I will work with you to join HSIN, download 
HSIP Freedom, access OneView and access 
HSIN Connect 



Need help getting resources? 
Don’t worry if you missed something! 

Just Make The Connection! 

Alan Leidner 

leidner_alan@bah.com 

212-551-6416 


